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FGSM - Fast Gradient Sign Method ST HEHP
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All gradient - based attack methods are based on increasing the

loss.
Why do adversarial examples exist?

- Liner Nature - Minor perturbations accumulate and amplify in a

linear space.

- The model is designed to be non - linear, but in the actual high -

dimensional snace. |t iS not goodfellow et al., 2014, Explaining and Harnessing Adversarial



From FGSM to Auto-PGD - Projected Gradient Deséarit "t

1. Multiple iterations:z: .1 = | [ (z: =71 sign(V..J (6, z:,))

- For a non - linear model, the direction in just one iteration is not
necessarily correct. | |
2. Adaptive step sizer " = | [ (=" =" sign(V.J (0,2, )

- When the value of the objective function grows fast enough, the current
step size remains unchanged; otherwise, the step size is halved.

3- Momentum: ‘_Hl_f- 1) = H(}rf.ﬂ'l 1o {;::F-."ll - r._E,.,:.'l'lj:l 0L [1 - {’_}_::I ) ['Il'.l." o _rrf."-a' ll_]J
- The perturbation in each round is related not only to the current

gradient direction but also to the previously calculated gradient
directions.

Madry et al., 2017, Towards Deep Learning Models Resistant to Adversarial Attacks
Francesco et al., 2020, Reliable Evaluation of Adversarial Robustness with an Ensemble of Diverse Parameter-



From FGSM to Auto-PGD - Projected Gradient Deséarit "t

PGD PGD with Momentum
#  paper clean e/10 e/4 2e €/10 €/4 2¢ APGD
CIFAR-10 - e = 8/255
1 (Carmon et al., 2019) 89.69 60.73 60.72 62.20 60.73 60.69 61.02 60.48
2 (Alayracetal., 2019) 86.46 61.78 61.85 63.23 61.69 61.61 62.10 61.13
3 (Hendrycks et al., 2019) 87.11 56.44 56.42 57.13 56.45 56.41 56.39 56.20
4  (Rice et al., 2020) 85.34 55.24 55.21 56.04 5323 55.19 55.26 55.07
5 (Qinetal., 2019) 86.28 55.10 55.10 55.95 55.10 55.11 55.22 54.99
6 (Engstrom et al., 2019) 87.03 52.24 52.17 53.61 52.26 52.16 52.36 51.94
7  (Kumari et al., 2019) 87.80 51.13 51.07 52.67 51.14 51.03 51.22 50.88
8 (Maoetal, 2019) 86.21 49.88 49.84 51.18 49.88 49.84 50.02 49.71
9  (Zhang et al., 2019a) 87.20 47.13 47.09 48.27 47.11 47.06 47.08 46.89
10  (Madry et al., 2018) 87.14 45.98 45.82 47.47 45.95 45.77 46.11 45.67
11  (Pang etal., 2020) 80.89 44 .40 4441 45.83 44 .41 36 44.66 44.11
12 (Wong et al., 2020) 83.34 46.04 45.94 47.72 46.03 45.93 46.26 45.66
13 (Shafahi et al., 2019) 86.11 44 .89 4593 49.27 44.16 45.10 47.43 43.90
14  (Ding et al., 2020) 84.36 51.60 51.44 51.09 51.59 5129 50.63 50.25
15 (Moosavi-Dezfooli et al., 2019) 83.11 40.21 40.18 40.93 40.20 40.16 40.22 40.10
16 (Zhang & Wang, 2019) 89.98 55.98 55.30 48.59 5599 55.27 50.91 51.65
17  (Zhang & Xu, 2020) 90.25 67.00 66.61 57.87 67.02 66.67 64.19 64.46
18 (Jangetal., 2019) 78.91 36.85 36.81 39.32 36.85 36.83 37.30 36.52
19  (Kim & Wang, 2020) 9151 56.85 55.90 50.26 56.94 35.92 52.54 53.04
20 (Moosavi-Dezfooli et al., 2019) 80.41 35.38 35.37 36.86 35.38 35.35 35.48 35.29
21  (Wang & Zhang, 2019) 92.80 59.93 58.42 52.56 60.01 58.46 54.51 54.77
22 (Wang & Zhang, 2019) 92.82 66.49 65.86 56.71 66.60 65.76 63.53 63.80
23  (Mustafa et al., 2019) 89.16 18.27 14.75 4.42 18.44 14.66 5.46 4.73
24  (Chan et al., 2020) 93.79 1.32 1.28 5.51 1.30 1.29 1.29 1.23
25 (Pangetal., 2020) 03.52 1.88 0.54 1.42 1.59 0.53 0.47 0.11

Madry et al., 2017, Towards Deep Learning Models Resistant to Adversarial Attacks
Francesco et al., 2020, Reliable Evaluation of Adversarial Robustness with an Ensemble of Diverse Parameter-



DeepFool ES Y livan

- Decision boundary: A hyperplane that completely
separates data points of different classes.

- Robustness: The minimum perturbation with the
minimum distance cost to the hyperplane.

F ={z: wlz +b =0}

f(z) >0 while Sign(f(?%))): sign(f(zo)) do
T iR v/ (@)
Tit1 < Ty + Ty,
141+ 1.

J(z) <0

- Untargeted Attack: Seek the point closest to the
decision boundary in the high - dimensional space
to be used as the label after the attack.

Moosavi et al., 2016, DeepFool: a simple and accurate method to fool deep neural



From DeepFool to FAB - Fast Adaptive Boundary | Attaek"

1. Precise projection calculation: the projection onto the hyperplane under box

constraints.

2. Introduction of bias: The iterative process is more biased towards the original

point.

3. Backward step iteration: Adjust the current sample to approach the original
point and restart the algorithm. MNIST |_-AT

4. |_m(2) :- fila®) — filg™)

the + <sz (3;(1;)) _ Vfﬂ(.?:("")), o m(z,a)> =1

2D = (1 - a) proj, (&, m,, C) + proj, (Tori, s, C),

H(‘s(i)

y4

= min

| i
P

o

5@

orig

P

-} Q’fmax

1

 is randothly sampled

0.7

here near

0.6

0.5 —DeepFool
—a__.=0.1, no backward step
max

accuracy

0.4

a-maxzo, no restarts

« =0.1, no restarts
max

—0 =0, 100 restarts
max

— =0.1, 100 restarts (FAB)
ol maxXx .

0.2 0.25 0.3 0.35 0.4 0.45
€

0.3
0.2

0.1

e [0, 1].

Francesco et al., 2020, Minimally distorted Adversarial Examples with a Fast Adaptive



C&W - Carlini and Wagner BT et Bl

minimize D(z,x + ) fi(z") = —lossp,(z') + 1 - KBS IR PR A Y A i EE
such that C(x + ) =1 f2(®)= (Hme(F (2 )) = )y W R— A e, # L
r+6 €0, l]ﬂ. Fala') = Snftplu:-;(lil;}si(l?{;n’)i} — F(x"),) — log(2) X/E[\iﬁ E@EE%E%%” E 7[3/—‘%[%'
fa(@') = (05 - F(a'),)* B, PRI E R R AR
| ) = o) 0 LR RS, LT LR
fo(2') = (max(Z(z");) — Z(2'),) ;J:ﬁﬁzlg
fz(2") = :-;uftplu:-;(1‘11;}5{(2{;1“.’).,;) — Z(z");) — log(2)

minimize D(x,z + 0)
such that f(z+4) <0
z+4d € 0,1]"

Best Case Average Case Worst Case

Change of Clipped Projected Change of Clipped Projected Change of Clipped Projected

Variable Descent Descent Variable Descent Descent Variable Descent Descent
mean  prob mean prob mean prob || mean prob mean prob mean  prob || mean prob mean prob mean  prob
. i fi 246 100% 293 100% 231 100% 435 100% 521 100% 4.11 100% 7796 100% 948 100% 737 100%
minimize |[d|[, +c- f(z + 0) fo 455 80% 397 83% 349 83% || 322 44% 899 63% 1506 74% | 293 18% 1022 40% 1890 53%
F IE! 454  77% 407 81% 376  82% 347 44% 955 03% 1584 74% 309 17% 1191 41% 2401 59%
such that = + a = |_[} 1]” fa 501 86% 652 100% 7.53 100% 403 55% 749 T1% 160  T1% 355 24% 425 35% 410 35%
' 5 1.97 100% 220 100% 1.94 100% 358 100%  4.20 100% 347 100% 642 100% 786 100% 612 100%

f;; 1.94 100% 218 100% 195 100% 347 100% 411 100% 341 100% 6.03 100% 750 100% 5.89 100%
7 1.96 100% 221 100% 194 100% 353 100% 414 100% 343 100% 6.20 100% 7.57 100% 594 100%

—

f(min(max(x + 4,0),1))

Carlini et al., 2017, Towards Evaluating the Robustness of Neural

1
0; = §(tanh(fwi) +1) — x;
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C&W - Carlini and Wagner

Best Case Average Case Worst Case
MNIST CIFAR MNIST CIFAR MNIST CIFAR
mean prob  mean prob || mean prob  mean prob || mean prob  mean prob
Our Lg 8.9 100% 5.9 100% 16 100% 13 100% 33 100% 24 100%
JISMA-Z 20 100% 20 100% 06 100% o8 100% 180 98% 150 100%
JISMA-F 17 100% 25 100% 45 100% 110 100% 100 100% 240 100%
Our Lo 1.36 100% 0.17 100% 1.76 100% 0.33 100% 2.60 100% 0.51 100%
Deepfool 2.11  100% 0.85 100% — - — - — - — -
Our Lo 0.13 100% 0.0092 100% 0.16 100% 0.013 100% 0.23 100% 0.019 100%
Fast Gradient Sign 0.22 100% 0.015 99% 0.26 42% 0.029 51% — 0% 0.34 1%
Iterative Gradient Sign 0.14 100% 0.0078 100% 0.19 100% 0.014 100% 0.26 100% 0.023 100%
Lp Linf L2 Linf L2 Linf L2 LO

- XU R TELp A RTE R T IS, HLpAH A —&E 2 AR ICVE B HEnh ik

Carlini et al., 2017, Towards Evaluating the Robustness of Neural



StAdv - Spatially Transformed Adversarial AT LA B

Benign image x . _ Adversarial image x4,

(u(i) v )

adv’ “adv

Bilinear |
Interpolation

Estimated flow f
el Flow calculation

(u®,vD) = (“S&v + Au(i),vﬁv — Avf-ij)
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Xiao et al., 2018, Spatially Transformed Adversarial Examy



StAdv - Spatially Transformed Adversarial AT LA B

e Assume that the original image is x, and the adversarial image is 4.

(2) (2) )

e For each pixel in ,4,, there is a corresponding coordinate (“adw V, g

e A flow vector f; = (Au(i), A’v(i)) is used to represent the displacement of each pixel in the horizontal

and vertical directions.

f* = argmin Leoiin (.’]’J, f) + Tf'ﬁow (f):

f'
- Prompt the sample to be misclassified and maximize the difference as
much as possible. Ladao (@, f) = max(max g(xaav)i — 9(Xaav ), ¥)

- Ensure the smoothness of the spatial transformation and reduce the displacement

difference between adjacent pixels. all pixels

Law(F)= 3 S llAu®) — Au@|[3 + [|Av® — Av@][2
P qeN(p)

Xiao et al., 2018, Spatially Transformed Adversarial Examy



StAdv - Spatially Transformed Adversarial B LA S

Model Def. FGSM C&W. stAdv

o Adv. 13.10% 11.9% 43.36%
)fabibyres ResNet32 Ens. 10.00% 103% 36.89%
PGD 22.8% 21.4%  49.19%

Al Adv. 5.04%  7.61% 31.66%
ResNe(34 Ens. 4.65% 843%  29.56%
PGD 149% 1390% 31.6%

e} i )

(a) mountain bike (b) goldfish (c) Maltese dog

(e) 6y (g (h)
Figure 8: CAM attention visualization for ImageNet inception_v3 model. (a) the original image
and (b)-(d) are stAdv adversarial examples targeting different classes. Row 2 shows the attention
visualization for the corresponding images above.

- HE T U B Bodi e i T PP B SRR b e, ADRINEARLpYE U M S e )

Xiao et al., 2018, Spatially Transformed Adversarial Examy
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L= "{:i;j-u { ﬂﬁﬂfﬂf ; ﬁﬁhin,yfi
- It is sometimes argued that the perturbation

norm is not a good indicator of the perceptual
difference between the two images.

Xiao et al., 2018, Generating Adversarial Examples with Adversarial



AdvGAN - Unrestricted Attack
L= "f:f | ﬁﬁf}'_-"h"'f ; .-SEFJ.inyr:

adu
- Encourage the generated instances to be similar to the data from the
original class. fanr =B logDle) £ Blog( — Dl 3 Glal))
- Prompt the perturbed image to be misclassified as the ! =B ls(z + G(z),t)
target class t. |

- Limit the magnitude of the perturbation and stabilize the GABhinge = E.mazx (0, ||G(z)|]2 — ¢)
training.

- Semi-whitebox attack: After the generator G is trained, adversarial perturbations can
be generated for any input instance without accessing the target model.

- Black-box attack: Static distillation (Transfer-based), FGSM  Opt. Trans. AdvGAN
d . d ” . . h b f Run time 0.06s >3h = <0.01s
ynamic distillation (with better performance) Thigeled, Ak Y 7 Ens o

Black-box Attack v v

Xiao et al., 2018, Generating Adversarial Examples with Adversarial



Unrestricted Attack
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Song et al., 2018, Constructing Unrestricted Adversarial Examples with
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Z0O0 - Zeroth Order Optimization T

C&W Z0O
minimize |[§]|, + ¢ f(z + d) . 0f(x)  f(x+he;)— f(x— he;)
such that =+ 4 € |0,1]" Yo% 2h ’
f&x,1) = maX{I?ff[Z(X)]i — [Z(x)]¢, —x}, fixd) = max{mfrx log|F(x)]; — log[F(x)]:, —k},
1. The logit layer 1. Modify the loss function f (x, t)
representation is an such that it only depends on the
internal state information output F of a DNN and the deSireC_Compute an update §* by approximately minimizing
Of d DNN, ClaSS Iabel t, arg minf(x i 561‘)
o)
2. Back propagation on 2. Compute an approximate Update x; « x; + 6"
the targeted DNN is gradient using a finite difference
required for solving. method, and solve the optimization
problem via zeroth order
optimization.

Chen et al., 2017, ZOO: Zeroth Order Optimization based Black-box Attacks
to Deep Neural Networks without Training Substitute Models



L e e G R
Z0O0 - Zeroth Order Optimization T

Compute an update 6* by approximately minimizing Acceleratlon methOdS'
srgrei Plie-2ei) - Attack-space dimension
° reduction
* . [
Sl R ki - Hierarchical attack
- NDntimi7za tha imnnrtant nivalg
MNIST
Untargeted Targeted
Success Rate Avg. Ly Avg. Time (per attack) Success Rate Avg. Ly Avg. Time (per attack)
White-box (C&W) 100 % 1.48066 0.48 min 100 % 2.00661 0.53 min
Black-box (Substitute Model + FGSM) 40.6 % - 0.002 sec (+ 6.16 min) 7.48 % - 0.002 sec (+ 6.16 min)
Black-box (Substitute Model + C&W) 333 % 3.6111 0.76 min (+ 6.16 min) 26.74 % 5.272 0.80 min (+ 6.16 min)
Proposed black-box (ZOO-ADAM) 100 % 1.49550 1.38 min 98.9 % 1.987068 1.62 min
Proposed black-box (ZOO-Newton) 100 % 1.51502 2.75 min 98.9 % 2.057264 2.06 min
CIFAR10
Untargeted Targeted
Success Rate Avg. Ly Avg. Time (per attack) Success Rate Avg. L Avg. Time (per attack)
White-box (C&W) 100 % 0.17980 0.20 min 100 % 0.37974 0.16 min
Black-box (Substitute Model + FGSM) 76.1 % - 0.005 sec (+ 7.81 min) 1148 % - 0.005 sec (+ 7.81 min)
Black-box (Substitute Model + C&W) 253 % 2.9708 0.47 min (+ 7.81 min) 53% 5.7439 0.49 min (+ 7.81 min)
Proposed Black-box (ZOO-ADAM) 100 % 0.19973 3.43 min 96.8 % 0.39879 3.95 min
Proposed Black-box (ZOO-Newton) 100 % 0.23554 4.41 min 97.0 % 0.54226 4.40 min

- BETHEAGTT + AR IR ERCRARAR,  AEPnIquery IR TR] BT IR R

Chen et al., 2017, ZOO: Zeroth Order Optimization based Black-box Attacks
to Deep Neural Networks without Training Substitute Models



NES - Natural Evolutionary Strategiec

r+od 6~ N(0,I)

- Search distribution: Random Gaussian noise around the current

Image X.

- Generate n search points in the sear VEF(©0)] ~ ;. X, 6F (¢ + o0:) stimate
the gradient using points with high fitness.

Pyﬁ?aﬁﬁgg%gﬁs%ck'top—k probabilities

- Start the attack from an image of the target class.
- Project onto Linf boxes of decreasing sizes centered at the original image, ensuring that the
adversarial class remains within the top-k classes at all times.

- Perturb the image.

Label-Only — top-k labels
A proxy for the softmax probabilit

R(;t&[”) =l ?*ank(ym,|:r“'})

15(2) = 3 XL, R(2Y + péy)

Ty + o1 Ty + pdo Ty + pds
NP IEN G AR Y

1 | Persian_cat Guacamole Tébby cat

2 | Guacamole Tabb{cat Egyptian cat

3 | Siamese cat Egyptian cat Persian cat

4 | Tabby cat Siamese cat Siamese cat
R(z) 2 3 0

Lt
"\' Threat model Success rate Median queries
: QL 99.2% 11,550
' PI 93.6% 49,624
S(zy) = % LO 90% 2.7 x 108

llyas et al., 2018, Black-box Adversarial Attacks with Limited Queries and



utoAttack = ¥ F %Tﬁf%ﬂﬁ@%ﬂi — VLA

Square Attack L
= i 5B s 4T ‘\/‘T\“ N S

Linf- Square Attack: I il e R L 5 ) ) e 5 2

- Initialization: Use vertical stripe perturbations with a width of 1 and values in (€, €), as

convolutional networks are sensitive to high-frequency perturbations.
- Randomly select a square, and the perturbation ranges from -2¢ to 2e¢.

L2- Square Attack:
- Mass moving: Select two regions of the same size, set the perturbation of one region to zero,
and use its perturbation budget to increase the perturbation norm of the other region.

L(f(%),y) = fy(2) — maxyy fir(Z)
original lo-attack - €c = 0.05

mass

(55 N x)Wl . moving
i
1 L

Andriushchenko et al., 2019, Square Attack: a query-efficient black-box adversarial attack via rando

W,

v




Boundary Attack

Input Dimension 1

Basic Intuition Single step

#1. random orthogonal step

starting image #2. step towards original image

.[

J steps of the algorithm

#1
e — - -
t #2 l —
original image
classified correctly

classified incorrectly classified correctly

(adversarial) '
Input Dimension 2

0 calls 1053 calls

80 calls 454 calls

711 calls

e-01 1.8e- 1.7e 8.0e-03

2476 calls

3470 calls

4513 calls 5601 calls 8272 calls

3.3e-04

1.7e-04 1.1e-04 7.7e-05 4.4e-05

1229 calls

42213 calls 200667 calls

Hyperparameters

Adjusting step-size of #1

e T ——

~50% of orthogonal perturbations .
should be within adversarial region

Adjusting step-size of #2
‘- — -

Success rate of total perturbation should
be higher then threshold (e.g. 25%).

1828 calls

2.1e-03 5.6e-04

Original

6.1e-06 1.2e-06

%T%%E@%ﬁi — FHPL A

- M—E LN SR,
T AEHUA R X s 3 R
HATREDIEE, TELRFRHTIER
] B/ N5 B bR RS )

1. Sample the perturbation
vector for each dimension
from the Gaussian distribution.

2. Project the perturbation
vector n so that it lies on the
sphere centered at the original
image.

3. Make a small move n
towards the original image.

Brendel et al., 2017, Decision-Based Adversarial Attacks: Reliable Attacks Against Black-Box Machine



UAP - Universal adversarial perturbatiot

Can we find a small perturbation that can fool the entire

dataset of a model?
k(xz +v) # k(x) for “most”  ~ L.

- Sample an image set X from the
distribution.

74
- Iteratively calculate the minimum
perturbation Av that misclassifies
each data point x and accumulate it @
onto the current universal perturbation
V. DeepFool %,

- After each update, project v onto the

Il until the desjred accuracy js . o _ .
Igéﬁ%&, A SRS RS e i, Jomaisiams:
AR A0 M BRI RS, X2 ] S T —MIRGE 25 [H], )X Ll

(LT 23k T DASK B Pzl

el Face powder 0 Chihuahua

Flagpole

Tibetan mastiff 0 Ti

| 1
| || Joystick 0 Chihuahua []]_

Grille 0 Jay

Thresher 0 Labrador

Labrador

betan mastiff

Lycaenid 0 Brabancon griffon

Whiptail lizard 9 Border terrier

Balloon a Labrador

Moosavi et al., 2017, Universal adversarial



UAP - Universal adversarial perturbations

90
80 .
70 -
o B0 .
"9‘:.}
2 50} ] - - -
< (a) CaffeNet (b) VGG-F (c) VGG-16
o]
i a0t .
20+ -
10} g
. 500 1000 2000 A000
Mumber of images in X
(d) VGG-19 () GoogLeNet (f) ResNet-152
VGG-F | CaffeNet | GoogleNet | VGG-16 | VGG-19 | ResNet-152
VGG-F 93.7% | 71.8% 48.4% 42.1% 42 1% 47.4 % N .
CaffeNet 74.0% 93.3% 47.7% 39.9% 39.9% 48.0% 5 'I’_I_‘%:_‘}FEF IX_XJ é% EI/:J UAPX‘TE’WHA |X_XJ %‘J@»ﬁfﬁi
GoogleNet | 46.2% 43.8% 78.9% 39.2% 39.8% 45.5% l% 1%6]\%%%, -LEE»EU% UAPE;&*}%J@; %ﬂ IX_XJ é%
VGG-16 63.4% 55.8% 56.5% 78.3% 73.1% 63.4% HH = \% )
VGG-19 64.0% 57.2% 53.6% 73.5% 77.8% 58.0% ﬁ*@_tﬁlgxx ﬁl_ﬂg @
ResNet-152 | 46.3% 46.3% 50.5% 47.0% 45.5% 84.0%

Moosavi et al., 2017, Universal adversarial
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Transfer-based Attack R

REZBNGEMNRE, FAXNHFANTEBEX TRERANEERFHITIE .

1. IGEFARE: XEEESIG— TS EREERTHEESHENRE, B AMEAK
i, EEARERTgEELBMERRRRER

2. EpFTEAR: FHXGFNENRE, SHAERER EERETFER,

3. EBUE: FABRNSIZIZANNGHRE BXYRFENNATIRERS, MBARENSEFES
BANNGHRE BN FAtEE —ERNNAERE,

RMSD | ResNet-152 | ResNet-101 | ResNet-50 | VGG-16 | GoogLeNet
ResNet-152 | 22.83 0% 13% 18% 19% 11%
ResNet-101 | 23.81 199% 0% 21% 21% 12%
ResNet-50 22.86 23% 20% 0% 21% 18%
VGG-16 22.51 22% 17% 17% 0% 5%
GoogLeNet | 22.58 39% 38% 34% 19% 0%

Panel A: Optimization-based approach

RMSD | ResNet-152 | ResNet-101 | ResNet-50 | VGG-16 | GoogleNet
ResNet-152 | 23.45 4% 13% 13% 20% 12%
ResNet-101 | 23.49 19% 49 11% 23% 13%
ResNet-50 | 23.49 25% 19% 5% 25% 14%
VGG-16 2313 20% 16% 15% 1% 7%
GoogLleNet | 23.45 25% 25% 17% 19% 1%

Panel B: Fast gradient approach
Brendel et al., 2017, Decision-Based Adversarial Attacks: Reliable Attacks Against Black-Box Machine



Transfer-based Attack R
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Brendel et al., 2017, Decision-Based Adversarial Attacks: Reliable Attacks Against Black-Box Machine



BPDA - Backward Pass Differentiable Approximation9artive Attack

BEBE:
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g9(z), #=B8g(z) ~ f’ (1) i"ﬁﬁ\_ flz) 8, sIEMSIBESERT (B8 () NaEitdE ) , BERM
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Straight-through Estimator: g(x) = x V$g($) 2 Ve =1

Athalye et al., 2018, Obfuscated Gradients Give a False Sense of Security: Circumventing Defenses to



EOT - Expectation over Transformation Adaptive Attack
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r AutoAttack = APGD + FAB + LpBRKE
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Attack Evaluationy StAdv ELpSEININ T
. BPDA + EOT ( + Adaptivel&
PGD/C&W ...... )

Athalye et al., 2018, Synthesizing Robust Adversarial
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